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[bookmark: _Toc16237528]ADMINISTRATIVE HANDLING INSTRUCTIONS
[bookmark: OLE_LINK14][bookmark: OLE_LINK15]1.   The title of this document is Rock Island Arsenal 19 June, 2019 IPE (SEVERE WEATHER) After Action Report and Improvement Plan (AAR/IP).
2.   The information gathered in this AAR/IP is classified as For Official Use Only (FOUO) and should be handled as sensitive information not to be disclosed.  This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate security directives.  
 
3.   At a minimum, the attached materials will be disseminated only on a need-to-know basis and when unattended, will be stored in a locked container or area offering sufficient protection against theft, compromise, inadvertent access, and unauthorized disclosure.
 
4.   Points of Contact:
 
 Dean Jordan
       Director, Plans, Training, Mobilization, Security
       Rock Island Arsenal
       (309) 782-8706 (DSN 793)
       dean.jordan.civ@mail.mil 

 Scott Starns
 Emergency Manager 
 Rock Island Arsenal
 309-782-2336
 william.s.starns.civ@mail.mil 

 Arturo Salcedo
 Operations Officer
 Rock Island Arsenal
 309-782-1783
       arturo.e.salcedo.civ@mail.mil
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[bookmark: _Toc16237530]EXECUTIVE SUMMARY
[bookmark: OLE_LINK23][bookmark: OLE_LINK24]The RIA 19 June, 2019 IPE used the scenario of a tornado striking the installation.   Special Weather advisories concerning potential for severe weather were received on 15, 17 and 18 June. This information was disseminated to the workforce via WebEOC.  The Davenport, Iowa office of the National Weather Service briefed the Crisis Management Team, concerning the threat of Severe Weather, on 18 June.  A Storm Prediction Center Hazardous Weather Outlook placing the Greater Quad Cities area at a Category 4 “Moderate Risk” was issued on 18 June and this information was disseminated to the Protection Working Group and via WebEOC.  At 0815, on 19 June, a Tornado Warning was received.  This information was immediately disseminated to the workforce via all available means (Alert MWNS, WebEOC, Giant Voice, and Email).  Significant damage was reported, at multiple locations, to the dispatch center via DES assets. The aftermath left multiple individuals trapped at their work sites and large amounts of debris blocking roads.  Installation resources were left to secure the scene, respond to media, identify victims and conduct personnel accountability.  This AAR will focus on capabilities executed by each group as performed during the exercise.  The exercise planning team is detailed in the Exercise Overview below.  
 
Based on reviews from previous exercises the following objectives were developed for the FY19 RIA IPE (Severe Weather):   

· Validate and utilize specific communications capabilities.

· Gain proficiency in the use of WebEOC.

· Activate installation Emergency Operations Center.

· Conduct personnel accountability and ensure all tenant organizations account for all personnel living and working on the installation.

· Recall Crisis Action Teams.

· Exercise EFAC team.

· Coordinate with Army Sustainment Command for support of their COOP Exercise.

· Conduct severe weather “Take Shelter” drill.

· Conduct Table Top Exercise (TTX) for recovery operations.

· Test at least one backup building generator.

· Prepare and conduct After Action Review (AAR).
						
The Quad City emergency response agencies, Rock Island Arsenal Garrison Directorates and Special Offices recognize their respective responsibilities to protect the public from, mitigate the consequences of, and respond in an appropriately integrated manner to the hazards associated with acts of terrorism, as well as to naturally occurring or technological disasters.  Specific agencies and organizations holding responsibility for post-response improvement are specifically identified in Appendix A: Improvement Plan contained in this report.
[bookmark: OLE_LINK9][bookmark: OLE_LINK10]Major Strengths
[bookmark: OLE_LINK7][bookmark: OLE_LINK8]The major strengths identified during this exercise are as follows:

· Use of technology, specifically WebEOC and Alert, to improve common operating picture, planning and execution
· Coordination between USAG and Tenant Organizations leveraging IPE to address various training requirements
Primary Areas for Improvement
Throughout the exercise, opportunities for improvement were identified.  The primary areas for improvement are as follows:

· Communications: detailed, clear, specific, and feedback to close the loop 
· Logistics resource identification and availability 
· EOC staff training

Overall, the exercise was successful as it revealed actual strengths and weaknesses which allow us to improve our current capabilities.  Subsequent Emergency Management Plan updates and future exercises should focus on the above list and the identified issues contained in Section 3 of this document.  The cycle of planning, training, exercising, and improving is key to continued success in an emergency response to a large-scale incident.

[bookmark: _Toc16237531]SECTION 1: EXERCISE OVERVIEW
Exercise Details
Exercise Name
RIA 19 June, 2019 IPE (Severe Weather) 
Type of Operation
Integrated Protection Exercise
Exercise Start Date
June 18, 2019
Exercise End Date
June 19, 2019
Duration
26 Hours
Location
Rock Island Arsenal, Rock Island, IL 61299
Sponsor
Rock Island Arsenal
Program
Installation Protection Program
Mission
Protection
Capabilities
1. Planning 
2. Public Information and Warning
3. Operational Coordination							
4. Intelligence & Information Sharing							
10. Risk Mitigation for Protection Programs							
11. Community Resilience Assessment
12. Risk & Disaster Resilience Assessment							
19. Logistics & Supply Chain Management						        
20. Mass Care 				
23. Operational Communications
25. Situational Assessment	
Scenario Type
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Severe Weather (Tornado Strike on the Installation)
Exercise Planning Team 
Dean Jordan               	Director DPTMS       	309-782-8706     	dean.jordan.civ@mail.mil

Scott Starns	RIA EM                     	309-782-2336     	william.s.starns.civ@mail.mil 

Arturo Salcedo	DPTMS OPS	309-782-1783	arturo.e.salcedo.civ@mail.mil 

Marion Lloyd	DPTMS OPS	309-782-2979	marion.l.lloyd4.civ@mail.mil 

Nick Seibert	Antiterrorism Officer  	309-782-4577   	nicholas.f.seibert.civ@mail.mil

Cipriano Oliva    		Chief of Guards    	 	309-782-4922	 	cipriano.c.oliva.civ@mail.mil

William Vertrees	LRC	309-782-5141    	william.m.vertrees.civ@mail.mil
Anthony Robinson	     	LRC       	309-782-3590    	harold.a.robinson3.civ@mail.mil

Michael Shaw	LRC	309-782-4949   	michael.a.shaw.civ@mail.mil

CPT Chris Mullis	ASC	309-782-2721	christopher.e.mullis.mil@mail.mil

Jacob Pries	ASC 	309-782-5889	jacob.j.pries.civ@mail.mil

Rich Kinney   	National Weather Svc     	563-391-7094   	Rich.Kinney@noaa.gov


Participating Organizations 
Garrison Elements					
· GC
· GCSM
· DGC
· DPTMS
· PAIO
· PAO						
· DES					
· DPW 
· DFMWR
· DHR
· RM
· SO
· Garrison Counsel 		
Tenants
· First Army
· ASC
· JMTC
· JMC
· ACC-RI
· [bookmark: OLE_LINK5][bookmark: OLE_LINK6]NEC
· CCDC CBC
· CCDC AC
· CHRA
· DECA
· AAFES
· LRC-RI
· USACE
 Federal
· National Weather Service – Davenport, Iowa
      Number of Participants
· 7000+ 
[bookmark: _Toc16237532]
SECTION 2: EXERCISE SUMMARY
Exercise Purpose and Design 
The purpose of this exercise was to support the preparation of the US Army Garrison-Rock Island Arsenal (USAG-RIA) and RIA Commands/Organizations to respond to any emergency by providing the opportunity to exercise and validate their emergency response plans and policies that pertain to a severe weather event.  This exercise was conducted as an installation wide event that would serve to familarize the installation population with the actions that would be taken to respond to a severe weather incident.  As this exercise was an Integrated Protection Exercise as opposed to a Full Scale Exercise, the three primary areas being evaluated during this event were:
· EOC Recall/Operations
· EFAC Recall/Operations
· Support to Tenant Organization COOP Operations
Exercise Objectives, Capabilities and Activities
Exercise objectives were met by physically executing capabilities, which are listed in the Installation Emergency Management Plan, and activities described in RIA OPORD 19-RIA-007, FY19 Integrated Protection Exercise.  Exercise participants demonstrated capabilities required to take action based on severe weather threat, respond to, and begin recovery from a severe weather incident.
 
This exercise focused on core Garrison capabilities functioning as emergency support functions, coordination of response with mutual aid partners, and coordination with other entities regarding a severe weather incident on the RIA.  The intent was to evaluate the overall operational response and identify actual strengths and weaknesses that will help improve the overall RIA coordination and collective decision-making process.  As the exercise played out, strengths were identified as well as opportunities for improvement that if not corrected could hamper a response to a similar real world event of this nature.  

Capabilities-based planning has allowed the RIA to observe exercise and response outcomes through reverse analysis using a framework of specific action items that were derived from the Target Capabilities List (TCL) from the Homeland Security Exercise and Evaluation Program (HSEEP) and IMCOMs established target capabilities.  The capabilities listed in the “Exercise Overview”, form the foundation for the organization of all objectives and observations in this exercise.  
Exercise Scenario
Previous incident: On 14 June, the National Weather Service (NWS) issued a Hazardous Weather Outlook for the Greater Quad Cities area.  This Outlook warned “Expect periods of thunderstorms, beginning Monday and continuing through Wednesday. There is some potential for severe storms, especially on Wednesday, when an unusually strong June storm may impact the area. This message was briefed to the DPTMS.

On 17 June, the National Weather Service (NWS) issued a follow on Hazardous Weather Outlook for the Greater Quad Cities area.  This Outlook warned “Periods of thunderstorms will continue Tuesday and Wednesday. No severe weather is expected on Tuesday. However, the potential for severe weather is increasing on Wednesday across the entire outlook area. Multiple rounds of storms are possible as a potent June storm system moves through the region. All types of severe weather will be possible, including tornadoes and flash flooding.” This message was briefed to the DPTMS, Garrison Commander and transmitted to the PWG via WebEOC and email.

On 18 June, the National Weather Service (NWS) issued a third Hazardous Weather Outlook for the Greater Quad Cities area.  This Outlook warned “Two rounds of severe storms are expected Wednesday and Wednesday night across the outlook area. Storms are forecast to move into the area early Wednesday morning and lift north through late morning. The main threats are damaging winds and isolated tornadoes. Morning storms will be fast moving, with less time to seek shelter. After a break for much of the afternoon, storms will then redevelop during the late afternoon and evening, impacting areas east of the Mississippi River. All types of severe weather are possible, including tornadoes and flash flooding.”  The Greater Quad cities Area was placed under a Level 4 (Moderate Threat) for Severe Weather by the Storm Prediction Center at 1045 hours.  The Garrison Commander directed a recall of the full Crisis Management Team (CMT) to begin preparation for this storm system.  The CMT was convened at 1400 hours. 

On the morning of 19 June, at approximately 0815 hours, the National Weather Service issued a Tornado Warning for Rock Island County, IL and Scott County, Iowa. This warning reported a large and extremely dangerous tornado on the ground approximately 15 miles west of the installation.  An Alert MWNS message was immediately sent to the workforce directing all personnel to immediately Take Shelter.  Tennant organizations conducted Take Shelter activities and training.

Tornado impacts the installation at approximately 0825 hours.  DES representatives report damage to the west end of Arsenal Island.

Based on damage reports, the Garrison Commander directed recall of the EOC.
The EOC staff worked on satisfying requests from IC (Injects fed to EOC via White Cell), accomplished other required tasks, and provided information, laterally and horizontally, incorporating WebEOC as a Common Operating Picture tool, sent reports to higher headquarters and assigned tasks.  Public Affairs handled media inquiries.
Due to damage sustained to their headquarters (Building 350), Army Sustainment Command (RIA Senior Mission Commander) instituted their Continuity of Operations Plan and moved to their near site in order to reconstitute operations.  Although VTC capability was not able to be established, the Garrison Commander was able to provide a situation report of current installation status to the Senior Mission Commander via Teleconference.
At approximately 1100 hours, the Garrison Commander directed the Emergency Family Assistance Center be stood up to provide assistance to the RIA community.
At approximately 1400 hours, a PAUSEX was declared for the EOC and EFAC operations in order to transition to a Recovery Table Top Exercise based on the timeline of H + 72 hours.  This TTX continued until approximately 1700 hours.
End Exercise.
SECTION 3: ANALYSIS OF CAPABILITIES
This section of the report reviews the capabilities, activities, and tasks as discussed.  In this section, observations are organized by capability and associated discussions.  The capabilities linked to the exercise are listed below, followed by corresponding discussion.  Each capability is followed by related observations, which include analysis, and recommendations.  
Analysis of Capabilities: Issue/Discussion/Recommendation
Below are multiple observations provided by the evaluation team. Comments are provided in the context of capabilities (not agencies). This historical information is being provided to the Rock Island Arsenal Command Group, Directorates, Emergency Responders, and Tenants as part of a preparedness initiative rooted in the Full Scale Exercise in order to improve the effectiveness of the Installation All Hazards Plan.

Capability 1:  Planning 
Conduct a systematic process engaging the whole community, as appropriate, in the development of executable strategic, operational, and/or tactical-level approaches to meet defined objectives.

Task 1:  Conducting Installation Planning 

Areas for Improvement- 

Observation: Child Care Facility Storage
Discussion: Active preparations taken prior to the weather event included ensuring outdoor equipment was secured to prevent the items from becoming projectiles.  Storage space for outdoor play equipment and multi-passenger strollers is not available.
Recommendation: DFMWR conduct feasibility study concerning construction of a large storage shed (20x30ft) that can safely contain all outdoor play equipment and multi-passenger strollers. This new shed would replace existing inadequate sheds.



Task 3:  Validate Plans (Exercises)

Strengths- 

Observation: Execution of an Integrated Protection Exercise (IPE) Rehearsal of Concept (RoC) and Recovery Operations Table Top Exercise (TTX).  
Discussion: The RoC drill was conducted on 12 Jun 19, The TTX was conducted on the afternoon of 19 Jun 19. Both training sessions were conduct to review and discuss RIA procedures for responding to a tornado incident. The RoC drill revealed significant gaps in personnel accountability, communications procedures between the Incident Commander and the Emergency Operations Center and logistical support processes and procedures. During both training session, Garrison Directors, EOC members and tenants were able to highlight significant response procedures that would be taken to mitigate a tornado incident on RIA. Numerous deficiencies, outdated procedures, diminished resources and training requirements were identified and captured as lessons learned.    
Recommendation: Sustain and expand similar training sessions on a quarterly basis. Increase the allotted training time from one hour to four hours allowing opportunities for break out groups to have details discussions and cross talk with other subject matter experts before providing briefs and updates to the Garrison Commander.    
Observation: Exercise observer support from RIA Tenants.
Discussion:  Unlike a Full Scale Exercise, during an Integrated Protection Exercises HQ IMCOM does not provide personnel to serve as exercise controllers, evaluators or observers. USAG RIA has limited personnel to serve in the aforementioned roles.  RIA Tenants Commands and Organizations were requested to provide personnel to serve as exercise observers. Fifteen personnel participated as observers in the exercise.  They received training on the duties of an observer. On 18 Jun 19, they were given a checklist, building assignments at various locations on RIA to observe and record tornado “Take Shelter” procedures conducted by building occupants. Mr. Vince George (Garrison Internal Review Chief), served as the lead observer.  He consolidated the data from the checklists and provided a thorough analysis of the take shelter drills.  The results of Mr. George's analysis will help to identify trends to improve and best practices to sustain.  Use of evaluators during the exercise provided a boarder assessment of training goals and objectives; in this case the actions of the RIA workforce to “Take Shelter”.
Recommendation: Sustain. Increase the number of evaluators to cover more buildings and facilities.  Use observers during quarterly all hazards functional exercises.

Areas for Improvement- 

Observation: Exercise development, planning and coordination.
Discussion: The FY19 Integrated Protection Exercise (IPE) was not planned with enough advance warning.  USAG RIA Operations Order 19-RIA-007 (FY19 IPE) was published on 30 April 19.  This only gave planners and participants 44 working days to confirm duties and responsibilities, set participation expectations for RIA Tenants, and conduct necessary In Progress Reviews (IPRs), briefings and training sessions.  The OPORD solicited exercise input. The Lead Exercise Planner (Mr. Arturo Salcedo) coordinated for an exercise planning team to develop the master scenario event list (MSEL).  There was very little input from Directorates or Tenants. Starting in January 2019, the IPE was socialized as a significant event to RIA leadership during monthly Garrison Staff Calls, Protection Working Group, Protection Executive Committee, Council of Colonels, Chief of Staff Huddles and Senior Tenant NCO meetings. There was very little interest in the IPE until the Rehearsal of Concept conducted on 12 June 2019.  Coordination IPRs with RIA Tenants and the Garrison staff were not conducted on a predicable basis.  
Recommendation: Identify and get approval for the IPE concept / scenario at least two years prior to the exercise. At least six months prior, publish an IPE OPORD that provides exercise expectations, IPR dates, training schedules and support requirements. Conduct IPRs, briefings and trainings as required.

Capability 2:  Public Information and Warning 
Deliver coordinated, prompt, reliable, and actionable information to the whole community through the use of clear, consistent, accessible, and culturally and linguistically appropriate methods to effectively relay information regarding any threat or hazard and, as appropriate, the actions being taken and the assistance being made available.

Task 3:  Manage Emergency Public Information and Warnings

Areas for Improvement- 

Observation: Multiple individuals stated the Mass Warning and Notification System (MWNS) could not be clearly heard within their building.

Discussion: Giant Voice sirens are not meant to be heard inside of buildings.  Their only purpose is to notify personnel, who are outdoors, to seek shelter.  The Alert MWNS provides computer popup, email and text message notification to personnel who are inside buildings.

Recommendation: All Directorates and Tenant Organizations ensure their personnel are properly registered in the RIA Alert MWNS in order to receive timely All Hazards threat communications.

Capability 3:  Operational Coordination
Establish and maintain a unified and coordinated operational structure and process that appropriately integrates all critical stakeholders and supports the execution of core capabilities.




Task 1:  Activate EOC and Direct Tactical Operations

Strengths –

Observation: Recall of Emergency Operation Center (EOC) Staff

Discussion:  Recall messages via email invites, ALERT MWNS and WebEOC were issued to EOC Staff to report to the Garrison Headquarters. Staff understood why they were recalled and were prepared to receive and participate in briefings, updates and EOC operations. Contact rosters and distribution list were accurate. The same process was used to notify/invite personnel to attend the IPE Rehearsal of Concept and the Tornado Recovery Table Top Exercise.  

Recommendation:  Sustain the recall process. Add alternate and tertiary members to the EOC alert roster.  Assign an OPR to maintain updates to the EOC distribution list in conjunction with quarterly all hazards functional exercises. Establish a standardized initial briefing format for both EOC Staff. Ensure personnel arrive prepared and equipped (laptops, continuity books, maps, cell phone chargers, etc.) to perform their staff functions.

Areas for Improvement- 

Observation: The physical layout of the Installation Emergency Operations Center (EOC).

Discussion: The current Installation EOC configuration is too small to adequately and efficiently accommodate EOC staff members. The EOC does not have adequate workstations, projection systems and telephones for EOC staff member’s use. This area is not big enough to conduct briefings and updates with the full EOC staff and directors present. Personnel have to stand for prolong periods.    
       The Installation EOC is located in the Basement of Building 90 (Garrison Headquarter) on Rock Island Arsenal. Primary EOC staff members are assigned workstations spread out across three rooms. The EOC Operations Cell (DPTMS Ops and DES LNO) are located in the DPTMS Operations Center approximately 50’ down a hall way from the remainder of the EOC staff. The EOC Director and Battle Captain primarily operate from the DPTMS Ops Center. The physical distance and separation between the two locations makes it very challenging to establish a common operating picture.

Recommendation: Conduct a mission analysis to develop Courses of Action (COAs) to relocate or reconfigure the EOC into one room with adequate space, ventilation, lighting, workstations and projection/communication systems.  

Observation: Procedures for accounting for Rock Island Arsenal (RIA) personnel (military members, DA Civilians, military family members who reside in RIA Army Family Housing and contractors with CACs).

Discussion: Tenants Commands and Organizations did not fully account for their assigned personnel via WebEOC. Rock Island Arsenal does not have a specific U.S. Army Disaster Personnel Accountability and Assessment System (ADPAAS) Program.  All major Tenant Commands / Organizations and Garrison Directorates were able to access the WebEOC personnel accountability board. In large part, 100 percent personnel accountability was reported within minutes of the start of the exercise. USAG RIA Operations Order 19-RIA-007 (FY19 IPE) directed completion of a RIA specific ADPAAS Drill to be conducted during IPE. Rock Island Arsenal does not yet have a specific ADPAAS Program.

Recommendation: More effort and time should be spent to actually contact and locate personnel and then report the status of same.  Develop, implement and exercise a specific RIA ADPAAS Program.  Conduct an Installation-wide personnel accountability during 2nd Quarter, FY20.  Refer to Information Paper IMRI-PL dated 14 June 2019 (Implementation of a RIA Specific ADPAAS Program).  All Installation Commands and Organizations should provide personnel accountability information to DHR.

Observation:  Emergency Management Training for Emergency Operations Center (EOC) members and Garrison Directors/Supervisors.

Discussion: Assigned EOC members are not properly trained on emergency management procedures and process for managing a crisis (natural or manmade) on Rock Island Arsenal.  IAW AR 525-27 and DA Pam 525-27, designated personnel are required to be assigned to the EOC to manage incidents and crisis. For all EOC staff members, AR 525-27 directs specific training both FEMA ICS online and IMCOM HQ centrally funded resident courses.  The current status for completed EOC staff member online training is 60%. The current status of EOC staff personnel who have attended the two IMCOM centrally funded resident courses is 5%.

Recommendation: All EOC members, Garrison Directors and Supervisors must complete required FEMA ICS Courses training NLT 31 September 2019.  Primary EOC members should register for and attend the IMCOM centrally funded resident courses upon their first available opportunity. Require EOC members and Directors to participate in local EOC Training.

Observation:  Conflicting messages resulted in a 911 real time dispatch of emergency responders.

Discussion: 911 Dispatch received an IDS alarm call, during a power shutoff/backup generator exercise, and dispatched real time responders to an incident that should have been identified as Exercise play. 

Recommendation: Exercise, Exercise, Exercise MUST be enforced by all actors/players during all exercise events.  When using real time systems there has to be notification prior to the Exercise or at the very least the inject call prior to setting off an alarm.


Task 4:  Provide EOC Communications

Areas for Improvement- 

Observation:  Collaborative usage of WebEOC between Emergency Management Center (EOC), Incident Command Post (ICP) and major RIA Tenant Commands.

Discussion: WebEOC capabilities were not effectively utilized.  EOC subject matter experts (SME), liaisons and RIA Tenants Organizations were not familiar with or did not use WebEOC capabilities and applications necessary to share information, plot updates on maps, receive and process support requests for information or support. Some members were unaware of WebEOC capabilities which allow SMEs to build functional area dashboards, checklists, information folders and other online applications. However, usage of WebEOC significantly increased since the FY17 Full Scale Exercise. More work is needed.

Recommendation: Increase WebEOC training, during monthly EOC training events, for all RIA organizations. Require all EOC Staff Positions build functional area dashboards, checklists, information folders and other online applications as required to perform their duties.

Task 7:  EOC Supports and Coordinates Response

Strength- 

Observation:  Garrison support of ASC COOP exercise.

Discussion: Garrison fully supported ASC’s COOP exercise by ensuring ASC was part of the planning process for Garrison’s IPE and any concerns, issues, or needs from ASC were addressed early on. Transportation for ASC’s COOP exercise could have been adversely affected by the IPE, however due to prior coordination between ASC and Garrison all potential friction points were identified and solved prior to the IPE.

Recommendation: Recommend continued coordination and teamwork with Garrison. This will ensure mission assurance and work to support Garrison’s requirements to support their protected populace on installation.

Task 9:  Execute, Evaluate and Revise Plans as Necessary

Areas for Improvement- 

Observation:  EFAC Management

Discussion: At end of shift, EFAC did not report to EOC a summary of actions completed, issues requiring resolution, equipment and supply requests unfilled during that shift, and a consolidated summary of number of personnel receiving mass care services broken down by local safe haven, civilian shelter, remote safe haven, mass feeding stations, and points of distribution.
	        There was not a fully functional EFAC.  There was no end of shift, however DD Form 7700 Family Assistance Center SITREP was available and would have been used in this eventuality.  Guidance was requested from the EOC on when the EFAC exercise would cease so that staff could return to duty, however this was not given.  A text was received from the DFMWR Director at 1622 stating the exercise had completed.

Recommendation: EFAC needs to be a fully integrated into the exercise so that its operations can run simultaneously with the event.

Task 10:  Demobilize EOC  

Areas for Improvement- 

Observation:  End of Exercise – ENDEX	

Discussion: Authority or notification for end of exercise was not sent out or clearly defined. Is it Garrison’s responsibility or the tenant command’s responsibility to end their involvement?

Recommendation: During the planning phase, there needs to be a clear and distinctive end of the exercise. There was a timeframe put out, however many times tenant commands lose track of the time while continuing mission and the end of exercise is overlooked. Recommend Garrison send out an Alert MWNS message that announces the end of the exercise.

Capability 4:  Intel and Information Sharing 
Provide timely, accurate, and actionable information resulting from the planning, direction, collection, exploitation, processing, analysis, production, dissemination, evaluation, and feedback of available information concerning threats to the United States, its people, property, or interests; the development, proliferation, or use of WMDs; or any other matter bearing on U.S. national or homeland security by local, state, tribal, territorial, Federal, and other stakeholders. Information sharing is the ability to exchange intelligence, information, data, or knowledge among government or private sector entities, as appropriate.

Task 3:  Conduct Horizontal Flow of Information

Strengths – 

Observation: Recall of Crisis Management Team (CMT) members
Discussion: Primary or alternate members reported on time and to the correct location.  Recall messages via email invites, ALERT MWNS and / or WebEOC were issued to CMT members to report to the Garrison Headquarters building. Members understood why they were recalled and were prepared to receive and participate in briefings, updates and crisis management operations. Contact rosters and distribution list were accurate. The same process was used to notify / invite personnel to attend the IPE Rehearsal of Concept and the Tornado Recovery Table Top Exercise.   
Recommendation: Sustain the recall process. Add alternate members to the CMT alert roster. Assign an OPR to maintain updates to the CMT distribution list in conjunction with quarterly all hazards functional exercises. Establish a standardized initial briefing format for the group. 

Capability 11: Community Resilience 
Enable the recognition, understanding, communication of, and planning for risk and empower individuals and communities to make informed risk management decisions necessary to adapt to, withstand, and quickly recover from future incidents.

Task 3: Respond and Recover-Develop/Distribute Education on Soldiers, Civilians and Families Preparedness

Areas of Improvement-

Observation: Through observation and examination of key controls, via shelter drill checklist, assess the effectiveness of the execution of the take shelter drills at twelve locations during the Integrated Protection Exercise for EF3 tornado warning at RIA.
Discussion: 
Observers indicated two-thirds (66%) of the 12 locations indicated 80% of the controls examined were in place and operating. The remaining four sites showed additional awareness on how to implement key controls were needed to ensure staff and customers quickly find shelter when the Island is threaten with potential tornado. Findings: 
1. Building Managers and Building Marshalls/Wardens could not be identified at the four locations (Buildings 60, 102, 110 and 131) where the buildings were occupied by more than one tenant.  
2. Some of the key controls where observers either didn’t pass or identified as “N/A” at the locations were:
a) Ensuring emergency announcement were heard (58% had “No” answers)
b) Ensure all building occupants participate in the drill. (36% had “No” answers)
c) Use of notification system – i.e. small voice. (30% had “No” answers)
d) Developing “All Clear” procedure to terminate the shelter action or drill. (25% had “No” answers)
e) Procedures for staff outside the building (8 of the 12 observers had “N/A” or “No” answers)
f) Process to identify after-action items (7 of the 12 observers had “N/A” or “No” answers)
g) Managers debrief the drill with staff after complete (6 of the 12 observers had “N/A” or “No” answers)
3. Other issues:  
a) Some personnel not participating in drill.
b) No written evacuation or shelter plan
c) Visible shelter plans and maps not posted on all floors of buildings.
d) Building visitors, janitors, DAU teachers and students not aware of buildings’ evacuation or shelter plans.
e) Locked public building preventing individuals who may be outside when a tornado hits from seeking shelter.
Recommendation: Implementation of a Building Marshal Program and a regularly scheduled program of exercises for Evacuation, Lockdown, Shelter-In-Place and Take Shelter drills will greatly reduce or eliminate all issues listed above.

** All Installation Buildings currently conduct Evacuation drills during Fire Safety week. **

Capability 12: Risk and Disaster Resilience 
Assess risk and disaster resilience so that decision makers, responders, and community members can take informed action to reduce their entity’s risk and increase their resilience.

Task 2:  Assess disaster resilience based on Human Interests.

Areas for Improvement-

Observation:  Childcare for children of Emergency Essential personnel
Discussion: Regulations and policies prevent Child and Youth Services to provide care for children who are not registered in the CYS program.  In emergency situations this could hinder emergency essential personnel from performing their duties because of non-availability of childcare.  This issue can cause disruption when there is an extended period of emergency operations.
Recommendation:  Gain IMCOM CYS G-9 approval to use modified registration process for emergency essential personnel during emergency conditions.

Capability 19:  Logistics & Supply Chain Management
Deliver essential commodities, equipment, and services in support of impacted communities and survivors, to include emergency power and fuel support, as well as the coordination of access to community staples. Synchronize logistics capabilities and enable the restoration of impacted supply chains.

** LRC, DPW, RM and ACC Observations are annotated in this section.  These four organizations form the “Finance Section” within the Rock Island Arsenal EOC ** 





Task 1: Direct Critical Resource Logistics (CRL) and Distribution: 

Areas for Improvement-

Observation: Requests coming into the EOC were not conveyed as effectively as possible 
Discussion:  Several of the requests to DPW were for the assumed solution, rather than stating the problem. The request for all power west of Gillespie being shut down was phrased such that it tied DPW’s hands and did not give an opportunity to innovate. Shutting down power to the specific buildings could have been accomplished significantly faster than the 90 minutes which occurred during the IPE. Given the specific areas that needed to go down and more autonomy to fulfill the request that time could have been cut to less than 30 min. A request for fencing was posted in the SIGACTS rather than RFA/RFI, and had little to no context. What kind of fencing? How much? For what?
Recommendation:  For future events, state the problem, request support from the agency rather than giving the assumed solution. “Large sections of perimeter fencing is broken at Davenport Gate, request repairs”. “Request power cut to Building 350, V-Area, and Eagle Point housing, incl. backup power”. “Power fluctuations in factory area. Request DPW investigate/address”.

Observation:  Several requests came into RM that needed to be re-routed through DPW to notify the work order desk. This additional coordination and re-routing of requests takes additional steps and consumes precious time.

Discussion:  Numerous requests for support, if outside of the normal scope of support that LRC can provide, would likely be provided through established procedures for critical and emergency contract support by the BASOPS or Mechanical Services contractors (Service Orders, IJOs, Emergency IJOs, etc.)  

Recommendation:  Train DPW Work Order Desk employees on the use of WebEOC and provide appropriate access. Create a routing hierarchy that allows work requests be routed to the work order desk for appropriate action. Include work order desk in future EOC training and exercise opportunities.

Task 2: Activate Critical Resource Logistics and Distribution

Areas of Improvement- 

Observation: EOC members creating tasks and assigning them to the incorrect requirements owners.

Discussion:  Several requests/tasks came to the LRC that were then tasked to RM that needed to be re-routed through DPW as the requirements owner. 

Recommendation: Create a “Clearinghouse Board” for all Finance Section task.  The Team of LRC and DPW will manage this board and task to ACC/RM any requirements that are beyond their organic scope to provide.

Observation: ACC GPC Team After-Hours Access

Discussion:  The Government Purchase Card is susceptible to declined transactions due to blocked merchant codes.  During normal business hours on week days, this can be resolved through a call to someone on the ACC-RI GPC Team. In the event of an emergency that occurs after hours or on a weekend, there is no known POC list available to address these issues.

Recommendation: Coordinate with the ACC-RI GPC Team to provide a list of after-hours POCs with contact information to assist with blocked merchant code issues in the event of an emergency situation. Ensure that the list remains updated as phone numbers and team members change. 

Capability 20:  Mass Care Services
Provide life-sustaining and human services to the affected population, to include hydration, feeding, sheltering, temporary housing, evacuee support, reunification, and distribution of emergency supplies.

** Rock Island Arsenal has no organic capability to provide Mass Care Services.  This section will be utilized for observations concerning Emergency Family Assistance Center Operations **

Task 1: Direct Mass Care Tactical Operations

Areas of Improvement- 

Observation: Staffing has been reduced, one member was on leave, ACS Chief was TDY and ACS does not have anyone with the responsibility to maintain and operate an EFAC.

Discussion: Despite the many challenges, to include lack of sufficient training in the full operations of an EFAC, the ACS staff stepped up and made every attempt to operate a fully functional EFAC. Had the IPE truly exercised the operations of an EFAC as opposed to just exercising a stand-up, they would have been overwhelmed quickly, but they continued to operate until the exercise ended.

Recommendation: A determination needs to be made as to the level of risk RIA is willing to accept in this area. Maintaining an EFAC without someone with that primary responsibility is dysfunctional at best. For ACS staff to provide the services and assistance during an emergency someone will need to attend to the operations and management of the EFAC.



Observation: EFAC Management

Discussion:  EFAC Management position was taken during the last staff reduction. There is no one with the primary responsibility to manage the EFAC. EFAC Recall Roster includes 25 RIA assets representing 15 organizations. An email was sent to 11 RIA assets representing 6 organizations.  6 staff representing 3 organizations responded to the activation.
Recommendation:  The activation roster is outdated and no one is responsible for this function.  The roster needs to include personal contact information for weekend/after hour operations.

Observation:  Unable to determine if all EFAC members understand the role they play.

Discussion:  ACS personnel would have likely been able to perform their key roles at level 1 only. Other reps such as housing and legal would have also. It is unknown how the remainder of positions would have fared as they did not participate within the EFAC.  Level 2 and 3 would likely have failed.

Recommendation: Regular and routine training needs to occur for EFAC members to understand their roles and responsibilities.

Observation:  No one in ACS/EFAC had WebEOC access on the day of the event.

Discussion: Those who did have access were TDY or no longer have the position in ACS.

Recommendation: Determine who in the EFAC should have WebEOC since there is no longer a person with primary responsibility for the EFAC.  Include EFAC personnel in regularly scheduled WebEOC training.

Observation: The EFAC stood up as partially operational without having a safety assessment performed.

Discussion: No one from safety assessed the area in and around the EFAC for any damage that would impact the safety of those coming for support operations or to obtain assistance.  

Recommendation: A safety assessment must to be completed before opening the EFAC.  The requirement is for a safety walkthrough and completed DD 2977 which should be conducted by competent inspectors.

Issue: Situation brief was not provided to EFAC prior to opening. Official statement from PAO was not received.  

Discussion: Direct communication is needed between EFAC and PAO.  This is an integral piece to the success of the operation. Based on the number of victims, incident size, and number of personnel expected to arrive at EFAC staffing levels would have been determined and allocated.  The EFAC had only basic information and could not have provided information to those needing assistance.

Recommendation: PAO report to the EFAC as they are a required member.

Capability 23:  Operational Communications 
Ensure the capacity for timely communications in support of security, situational awareness, and operations by any and all means available, among and between affected communities in the impact area and all response forces.

Task 1: Alert and Dispatch
 
Strengths- Redundant LMR, power, communication circuit capabilities and well-defined roles and responsibilities within Contingency and Business Continuity Plan (CBCP).

Observation: RIA Public Safety Access Point (PSAP) will be without dispatch consoles. Diverse circuits converge in Davenport AT&T hub (Single Point of Failure). Last mile service providers may have to aid in restoration of data network services. 

Discussion: PSAP has backup radios when consoles are unavailable. Fire Dept. radios are compatible with surrounding community LMR systems. If generator is non-operational, batteries will continue for ~30 minutes to allow for a graceful shutdown. Redundant circuits will provide failover capability in the event of power loss in data center.  Additionally, DISA can be contacted to manually reroute services over alternate routes.

Recommendation: Check with surrounding community LMR provider on capacity of their current system. Priority list from DPW on generator operation/fueling. Request circuit diagram from AT&T for definitive routing.  Review CBCP to ensure rosters are up to date for roles and responsibilities.   

Areas of Improvement-

Observation: Phone system and Continuity of Operations (COOP) and Disaster Recovery (DR).

Discussion: Phone system has no redundancy – cell phones may flood local towers.  In the event of damaged equipment, limited resources will hinder restoration.  Although phone system has redundant power, there is nothing to fail over to in the event the phone switch is damaged.  The same is true for data. NEC backs up data to a different location. If existing equipment is damaged, data cannot be restored. The COOP and DR is limited due to the expense of a solution.

Recommendation: 1) Ensure adequate spares for phone switch are on site to restore critical voice circuits. 2) Leverage Army Theatre Signal Community to obtain needed spares. 3) Need to identify restoration priority list of Mission Partner data.

Task 2: Provide Emergency Operations Center Communications Support

Areas of Improvement-

Issue: VTC connection (NIPR and SIPR)
Discussion: VTC between Garrison and ASC COOP Site during exercise was unsuccessful

Recommendation: Multi-faceted problem: the communications platform ASC has available is not capable of handling required bandwidth to run a VTC/SVTC nor the required computers. Garrison also lost connection several times during the VTC attempt. Garrison has no SVTC connectivity or capability. Recommend Garrison find an alternate location capable of SVTC in the event of a real-world event. ASC is looking to scale and modify (ASC G6) the communications package and reduce the hardware/equipment requirements to increase capabilities. Recommend rehearsals over multiple days prior to next exercise to work through the communications issues.

Capability 25: Situational Assessment
Provide all decision makers with decision-relevant information regarding the nature and extent of the hazard, any cascading effects, and the status of the response.

Task 1: Produce Assessment Products and Brief to Commander.

Strengths- 

Observation: Use of WebEOC to provide Commanders Update Brief
Discussion: EOC Staff utilized various WebEOC boards and PowerPoint slides to provide Commanders Update Brief to the Garrison Commander.  While information provided by the slides was informative, it is already available within the WebEOC board set and can be briefed directly from same.
Recommendation: DPTMS work with Garrison Commander to develop Commanders Update Brief Board set which best captures the needed critical information in a short, concise layout.












	
[bookmark: _Toc16237533]SECTION 4: CONCLUSION
The 2019 Severe Weather IPE was the culmination of a compressed planning process. The primary focus of this IPE was to test a targeted set of capabilities and plans, identify gaps that exist within installation plans, respond to a Severe Weather event on Rock Island Arsenal and ensure continuation of mission as well as the safety of the population. The success of this IPE can be attributed to the participating organizations that assisted in staging the exercise and those that participated by physically working through the scenario as they would in real life.  This exercise provided information that validated parts of plans and identified gaps in plans for all participating organizations and it showed cohesiveness among installation organizations. 
 
This AAR includes recommendations that can be used to update or produce plans and for future capabilities-based training and exercises addressing critical components of the overall response. The more detailed exercise issues and recommendations are outlined in the IP in Appendix A below.
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[bookmark: _Toc16237534]APPENDIX A: IMPROVEMENT PLAN (IP)
	Capability
	Observation Title
	Recommendation
	Corrective Action Description
	Primary Responsible Agency
	Agency POC
	Start Date
	Completion Date

	1: Planning
	Child Care Facility Storage
	DFMWR conduct feasibility study concerning construction of a large storage shed (20x30ft) that can safely contain all outdoor play equipment and multi-passenger strollers. This new shed would replace existing inadequate sheds.
	DFMWR coordinate with DPW to obtain cost estimates for construction of storage shed.  Identify potential funding streams to complete this project. 
	DFMWR
	David Sherrick
	1-Sep-19
	Ongoing

	1: Planning
	Exercise development, planning and coordination.
	The FY19 Integrated Protection Exercise (IPE) was not planned with enough advance warning.  USAG RIA Operations Order 19-RIA-007 (FY19 IPE) was published on 30 April 19.  This only gave planners and participants 44 working days to confirm duties and responsibilities, set participation expectations for RIA Tenants, and conduct necessary In Progress Reviews (IPRs), briefings and training sessions.  The OPORD solicited exercise input. The Lead Exercise Planner (Mr. Arturo Salcedo) coordinated for an exercise planning team to develop the master scenario event list (MSEL).  There was very little input from Directorates or Tenants. Starting in January 2019, the IPE was socialized as a significant event to RIA leadership during monthly Garrison Staff Calls, Protection Working Group, Protection Executive Committee, Council of Colonels, Chief of Staff Huddles and Senior Tenant NCO meetings. There was very little interest in the IPE until the Rehearsal of Concept conducted on 12 June 2019.  Coordination IPRs with RIA Tenants and the Garrison staff were not conducted on a predicable basis.  
	Identify and get approval for the IPE concept / scenario at least two years prior to the exercise. At least six months prior, publish an IPE OPORD that provides exercise expectations, IPR dates, training schedules and support requirements. Conduct IPRs, briefings and trainings as required.
	DPTMS
	Scott Starns
	Ongoing
	Ongoing

	Capability
	Observation Title
	Recommendation
	Corrective Action Description
	Primary Responsible Agency
	Agency POC
	Start Date
	Completion Date

	2: Public Information and Warning
	Multiple individuals stated the Mass Warning and Notification System (MWNS) could not be clearly heard within their building.
	All Directorates and Tenant Organizations ensure their personnel are properly registered in the RIA Alert MWNS in order to receive timely All Hazards threat communications.
	Continue to educate the workforce on the Alert MWNS and the importance of proper registration. Utilize Installation Wide emails to disseminate registration materials. Leverage the Protection Governance structure to add command emphasis to this program.
	DPTMS
	Scott Starns
	Ongoing
	Ongoing

	3: Operational Coordination
	The physical layout of the Installation Emergency Operations Center (EOC).
	Conduct a mission analysis to develop Courses of Action (COAs) to relocate or reconfigure the EOC into one room with adequate space, ventilation, lighting, workstations and projection / communication systems.  
	DPTMS coordinate with DPW to develop cost estimate to renovate third floor Building 90 (USAG HQ) enabling relocation of DPTMS organization and consolidation of EOC into one functional room.
	DPTMS/DPW
	Scott Starns
	20-Jun19
	20-Mar-20

	3: Operational Coordination
	Procedures for accounting for Rock Island Arsenal (RIA) personnel (military members, DA Civilians, military family members who reside in RIA Army Family Housing and contractors with CACs).
	More effort and time should be spent to actually contact and locate personnel and then report the status of same.  Develop, implement and exercise a specific RIA ADPAAS Program.  Conduct an Installation-wide personnel accountability during 2nd Quarter, FY20.  Refer to Information Paper IMRI-PL dated 14 June 2019 (Implementation of a RIA Specific ADPAAS Program).  All Installation Commands and Organizations should provide personnel accountability information to DHR.
	DPTMS develop, plan and coordinate and lead 2nd QTR FY20 Installation Wide Personnel Accountability Drill.  DHR develop RIA specific ADPAAS Program.  DHR coordinate with Installation tenant organizations on a mechanism to gain and maintain specific total personnel numbers for each organization. 
	DPTMS/DHR
	Scott Starns/Lisa Alderson/ Lafayette Ausborn
	Accountability Drill 19-Jun-19

ADPAAS Program 19-Jun-19

Personnel Numbers
19-Jun-19 
	Accountability Drill 
3-Mar-20

ADPAAS Program
19-Jun-20

Personnel Numbers
19-Dec-19

	Capability
	Observation Title
	Recommendation
	Corrective Action Description
	Primary Responsible Agency
	Agency POC
	Start Date
	Completion Date

	3: Operational Coordination
	Emergency Management Training for Emergency Operations Center (EOC) members and Garrison Directors/ Supervisors.
	All EOC members, Garrison Directors and Supervisors must complete required FEMA ICS Courses training NLT 31 September 2019.  Primary EOC members should register for and attend the IMCOM centrally funded resident courses upon their first available opportunity. Require EOC members and Directors to participate in local EOC Training.
	DPTMS has already issued Tasker directing completion of ICS courses and requirement to attend resident courses. Continue to leverage Protection Governance structure to provide command emphasis for this program.
	DPTMS
	Scott Starns
	30-Jul-19
	Ongoing

	3: Operational Coordination
	Conflicting messages resulted in a 911 real time dispatch of emergency responders.
	Exercise, Exercise, Exercise MUST be enforced by all actors/players during all exercise events.  When using real time systems there has to be notification prior to the Exercise or at the very least the inject call prior to setting off an alarm.
	All exercise participants must ensure they use Exercise, Exercise, Exercise during exercise play. Commanders, Supervisors and exercise controllers must emphasize this at all levels.
	ALL
	N/A
	Ongoing
	N/A

	3: Operational Coordination
	Collaborative usage of WebEOC between Emergency Management Center (EOC), Incident Command Post (ICP) and major RIA Tenant Commands.
	Increase WebEOC training, during monthly EOC training events, for all RIA organizations. Require all EOC Staff Positions build functional area dashboards, checklists, information folders and other online applications as required to perform their duties. Include Incident Command personnel in EOC training events so they become familiar with the functions and capabilities of the operation.
	DPTMS has already implemented a monthly EOC Staff Training Program. IC personnel will be incorporated into quarterly functional exercises so they gain familiarity with the functions and capabilities of the EOC.
	DPTMS
	Scott Starns/ Marion Lloyd
	5-Aug-19
	Ongoing

	3: Operational Coordination
	EFAC Management
	EFAC needs to be a fully integrated into the exercise so that its operations can run simultaneously with the event.
	DPTMS must ensure, through the exercise planning process, that EFAC operations are fully integrated into exercise play.  Include ACS EFAC lead as a member of future exercise planning teams.
	DPTMS/ DFMWR
	Scott Starns/ Tere Seibert
	19-Jun-19
	Ongoing

	Capability
	Observation Title
	Recommendation
	Corrective Action Description
	Primary Responsible Agency
	Agency POC
	Start Date
	Completion Date

	3: Operational Coordination
	End of Exercise – ENDEX
	During the planning phase, there needs to be a clear and distinctive end of the exercise. There was a timeframe put out, however many times tenant commands lose track of the time while continuing mission and the end of exercise is overlooked. Recommend Garrison send out an Alert MWNS message that announces the end of the exercise.
	DPTMS will ensure an ENDEX message is transmitted over the Alert MWNS at the end of all future Installation Wide exercises.
	DPTMS
	Scott Starns
	Ongoing
	N/A

	11: Community Resilience
	Through observation and examination of key controls, via shelter drill checklist, assess the effectiveness of the execution of the take shelter drills at twelve locations during the Integrated Protection Exercise for EF3 tornado warning at RIA.
	Implementation of a Building Marshal Program and a regularly scheduled program of exercises for Evacuation, Lockdown, Shelter-In-Place and Take Shelter drills will greatly reduce or eliminate all issues listed above. 

** All Installation Buildings currently conduct Evacuation drills during Fire Safety week.
	DPW implement an Installation Wide Building Manager Program.  

DPTMS develop program of semi-annual S-I-P/ Lockdown drills. Schedule take Shelter Drill ICW Giant Voice Siren test First Tuesday March annually. 
	DPW/DPTMS
	Gary Badtram/ Scott Starns
	Building Manager Program 1-SEP-19

Drill Schedule
15-SEP-19
	Building Manager Program
1-Sep-20

Drill Schedule
Ongoing

	12:  Risk and Disaster Resilience
	Childcare for children of Emergency Essential personnel
	Gain IMCOM CYS G-9 approval to use modified registration process for emergency essential personnel during emergency conditions.
	DFMWR submit memorandum to IMCOM CYS G9 requesting approval to use modified registration process for emergency essential personnel during emergency conditions.
	DFMWR
	David Sherrick
	1-SEP-19
	Unknown

	19: Logistics & Supply Chain Management
	Requests coming into the EOC were not conveyed as effectively as possible
	For future events, state the problem, request support from the agency rather than giving the assumed solution. “Large sections of perimeter fencing is broken at Davenport Gate, request repairs”. “Request power cut to Building 350, V-Area, and Eagle Point housing, incl. backup power”. “Power fluctuations in factory area. Request DPW investigate/address”.
	DPTMS has already implemented a monthly EOC Staff Training Program. IC personnel will be incorporated into quarterly functional exercises so they gain an understanding of how EOC staff need to receive request for assistance from the ICP.
	DPTMS
	Scott Starns/ Marion Lloyd
	5-Aug-19
	Ongoing

	Capability
	Observation Title
	Recommendation
	Corrective Action Description
	Primary Responsible Agency
	Agency POC
	Start Date
	Completion Date

	19: Logistics & Supply Chain Management
	Several requests came into RM that needed to be re-routed through DPW to notify the work order desk. This additional coordination and re-routing of requests takes additional steps and consumes precious time.
	Train DPW Work Order Desk employees on the use of WebEOC and provide appropriate access. Create a routing hierarchy that allows work requests be routed to the work order desk for appropriate action. Include work order desk in future EOC training and exercise opportunities.
	DPTMS has already implemented a monthly EOC Staff Training Program. DPW Work Order Desk Personnel will be incorporated into this training IOT gain better understanding of both WebEOC and the functions/capabilities of the EOC.
	DPTMS/DPW
	Scott Starns/ Marion Lloyd/ Mike Panilo
	3-Sep-19
	Ongoing

	19: Logistics & Supply Chain Management
	EOC members creating tasks and assigning them to the incorrect requirements owners.
	Create a “Clearinghouse Board” for all Finance Section task.  The Team of LRC and DPW will manage this board and task to ACC/RM any requirements that are beyond their organic scope to provide.
	DPTMS create a “Clearinghouse Board” for Finance Section task within WebEOC. Distribute and practice use of new board during monthly EOC Staff training events.
	DPTMS
	Scott Starns/
Marion Lloyd
	3-Sep-19
	Ongoing

	19: Logistics & Supply Chain Management
	ACC GPC Team After-Hours Access
	Coordinate with the ACC-RI GPC Team to provide a list of after-hours POCs with contact information to assist with blocked merchant code issues in the event of an emergency situation. Ensure that the list remains updated as phone numbers and team members change.
	This action is complete.  RM has a list of POC’s for after-hours GPC contacts.
	RM
	Bill Loftus
	Complete
	Complete

	20: Mass Care Services
	Staffing has been reduced, one member was on leave, ACS Chief was TDY and ACS does not have anyone with the responsibility to maintain and operate an EFAC.
	A determination needs to be made as to the level of risk RIA is willing to accept in this area. Maintaining an EFAC without someone with that primary responsibility is dysfunctional at best. For ACS staff to provide the services and assistance during an emergency someone will need to attend to the operations and management of the EFAC.
	An individual of Primary Responsibility must be assigned to fill the position as Lead EFAC Coordinator
	DFMWR
	David Sherrick
	1-Oct-19
	1-Oct-19

	Capability
	Observation Title
	Recommendation
	Corrective Action Description
	Primary Responsible Agency
	Agency POC
	Start Date
	Completion Date

	20: Mass Care Services
	EFAC Management
	The activation roster is outdated and no one is responsible for this function.  The roster needs to include personal contact information for weekend/after hour operations.
	Identify individual to maintain EFAC Recall Roster.  Update roster quarterly.
	DFMWR
	David Sherrick
	1-Oct-19
	Ongoing

	20: Mass Care Services
	Unable to determine if all EFAC members understand the role they play.
	Regular and routine training needs to occur for EFAC members to understand their roles and responsibilities.
	Establish a training and exercise program stressing the roles and responsibilities of all EFAC members. 
	DFMWR
	David Sherrick
	1-Oct-19
	Ongoing

	20: Mass Care Services
	No one in ACS/EFAC had WebEOC access on the day of the event.
	Determine who in the EFAC should have WebEOC since there is no longer a person with primary responsibility for the EFAC.  Include EFAC personnel in regularly scheduled WebEOC training.
	DFMWR identify EFAC personnel requiring WebEOC access and provide names to DPTMS.  DPTMS has already implemented a monthly EOC Staff Training Program. EFAC personnel will be incorporated into this training when WebEOC will be the specific focus of that months training. DPTMS will provide EFAC specific training to EFAC personnel in separate training events.
	DFMWR/ DPTMS
	David Sherrick/ Scott Starns/ Marion Lloyd
	DFMWR 15-Aug-19

DPTMS 3-Sep-19
	DFMWR Ongoing

DPTMS Ongoing

	20: Mass Care Services
	The EFAC stood up as partially operational without having a safety assessment performed.
	A safety assessment must to be completed before opening the EFAC.  The requirement is for a safety walkthrough and completed DD 2977 which should be conducted by competent inspectors.
	Establish a training and exercise program stressing the roles and responsibilities of all EFAC members.  Ensure Safety Office is involved in exercise program IOT stress the requirement of providing a formal safety assessment prior to EFAC opening.
	DFMWR
	David Sherrick
	1-Oct-19
	Ongoing

	Capability
	Observation Title
	Recommendation
	Corrective Action Description
	Primary Responsible Agency
	Agency POC
	Start Date
	Completion Date

	20: Mass Care Services
	Situation brief was not provided to EFAC prior to opening. Official statement from PAO was not received.  
	PAO report to the EFAC as they are a required member.
	Establish a training and exercise program stressing the roles and responsibilities of all EFAC members.  Ensure PAO is involved in exercise program IOT stress the requirement of providing a Situation Briefing prior to EFAC opening.
	DFMWR
	David Sherrick
	1-Oct-19
	Ongoing

	23: Operational Communications
	Phone system and Continuity of Operations (COOP) and Disaster Recovery (DR).
	1) Ensure adequate spares for phone switch are on site to restore critical voice circuits. 2) Leverage Army Theatre Signal Community to obtain needed spares. 3) Need to identify restoration priority list of Mission Partner data.
	Ensure CONOPS and SOPs are in place to mitigate shortfalls of antiquated RIA phone system.
	NEC
	Dean Lehne
	1-Oct-19
	Ongoing

	23: Operational Communications
	VTC connection (NIPR and SIPR)
	Multi-faceted problem: the communications platform ASC has available is not capable of handling required bandwidth to run a VTC/SVTC nor the required computers. Garrison also lost connection several times during the VTC attempt. Garrison has no SVTC connectivity or capability. Recommend Garrison find an alternate location capable of SVTC in the event of a real-world event. ASC is looking to scale and modify (ASC G6) the communications package and reduce the hardware/equipment requirements to increase capabilities. Recommend rehearsals over multiple days prior to next exercise to work through the communications issues.
	USAG and ASC continue coordination, with assistance from NEC, to research and develop COAs to address VTC/SVTC communication gaps.
	DPTMS/NEC/ASC G6
	Dean Jordan/ Dean Lehne
	1-Oct-19
	Ongoing
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[bookmark: _Toc16237535]APPENDIX B: LESSONS LEARNED
While the After Action Report/Improvement Plan includes recommendations which support development of specific post-exercise corrective actions, exercises may also reveal lessons learned which can be shared with the broader audience.  The Department of Homeland Security (DHS) maintains the Lessons Learned Information Sharing (LLIS.gov) system as a means of sharing post-exercise lessons learned with the emergency response community.  This appendix provides jurisdictions and organizations with an opportunity to nominate lessons learned from exercises for sharing on LLIS.gov.
For reference, the following are the categories and definitions used in LLIS.gov:
· Lesson Learned: Knowledge and experience, positive or negative, derived from actual incidents, such as the 9/11 attacks and Hurricane Katrina, as well as those derived from observations and historical study of operations, training, and exercises.
· Best Practices: Exemplary, peer-validated techniques, procedures, good ideas, or solutions that work and are solidly grounded in actual operations, training, and exercise experience.
· Good Stories: Exemplary, but non-peer-validated, initiatives (implemented by various jurisdictions) that have shown success in their specific environments and that may provide useful information to other communities and organizations.
· Practice Note: A brief description of innovative practices, procedures, methods, programs, or tactics that an organization uses to adapt to changing conditions or to overcome an obstacle or challenge.
Exercise Lessons Learned
None Identified
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Table F.1: Acronyms
 
AAR				After Action Report
ACC				Army Contracting Command
ACS				Army Community Service
AS				Ardent Sentry
ASC				Army Sustainment Command
BEC/BMW			Building Evacuation Coordinator / Building Marshal Warden
BSI				Base Support Installation
C&O				Concept and Objectives
CBRNE			Chemical, Biological, Radiological, Nuclear, or Explosive 
C/E				Controller and Evaluator
CFR				Code of Federal Regulations
CIP				Critical Infrastructure Protection
COIC				Command Operation Information Center
COOP				Continuity of Operations Plan
DES				Directorate of Emergency Services
DHR				Directorate of Human Resources
DHS				U.S. Department of Homeland Security
DOD				U.S. Department of Defense
DOJ				U.S. Department of Justice
DOL				Directorate of Logistics
DPTMS			Directorate of Plans, Training, Mobilization and Security
DPW				Directorate of Public Works
EAS				Emergency Alert System
EEG				Exercise Evaluation Guide
EM				Emergency Management
EMA				Emergency Management Agency
EMAC				Emergency Management Assistance Compact
EMS				Emergency Medical Services
EMT				Emergency Medical Technician
EOC				Emergency Operations Center
EOP				Emergency Operating Procedure
EPA				Environmental Protection Agency
ER				Emergency Room
ExPlan				Exercise Plan
FAA				Federal Aviation Administration
FAS				Federation of American Scientists
FBI				Federal Bureau of Investigation
FE				Functional Exercise
FEMA				Federal Emergency Management Agency
FOIA				Freedom of Information Act
FOUO				For Official Use Only
FPC				Final Planning Conference
FSE				Full-Scale Exercise
GIS				Geographic Information System 
GVS				Giant Voice System
HAZMAT			Hazardous Materials
HSEEP			Homeland Security Exercise and Evaluation Program
HSPD				Homeland Security Presidential Directive
IAP				Incident Action Plan
IC				Incident Command
ICP				Incident Command Post
ICS				Incident Command System
IEMP				Installation Emergency Management Plan
IED				Improvised Explosive Device
IFERN				Interagency Fire Emergency Radio Network
IMCOM			Installation Management Command
IOF				Initial Operating Facility
IP				Improvement Plan
IPC				Initial Planning Conference
ISB				Incident Support Base
IA				Iowa
I-VOIC			Installation Virtual Operation and Information Center
JFO				Joint Field Office
JMC				Joint Materiel Command
JMTC				Joint Manufacturing and Technology Center
JOC				Joint Operations Center
LE				Law Enforcement
LLIS				Lessons Learned Information Sharing
MAA				Mutual Aid Agreement
MABAS			Mutual Aid Box Alarm System
MAC				Multi Agency Coordination
MACC				Multi Agency Coordination Center
MC	Mass Casualty
MHZ	Megahertz
MNS	Mass Notification System
MOA	Memorandum of Agreement
MOU				Memorandum of Understanding
MPC				Mid-Term Planning Conference
MWR				Morale Welfare and Recreation
NEC				Network Enterprise Center
NIMS				National Incident Management System
NLE				National Level Exercise
NOC				National Operations Center
NPD				National Preparedness Directorate
NPS				National Planning Scenarios
NRCC				National Response Coordination Center
NRF				National Response Framework
NWS				National Weather Service
Ops				Operations
OSHA				Occupational Safety and Health Administration		
PAO				Public Affairs Officer
PIO				Public Information Officer
PLO				Plans and Operations
POC				Point of Contact
PPE				Personal Protective Equipment
PSAP				Public Safety Answering Point
QC				Quad City
QCA				Quad City Area
RAD				Radiation Absorbed Dose
RDD				Radiological Dispersal Device
RI				Rock Island
RIA				Rock Island Arsenal
RIAFD			Rock Island Arsenal Fire Department
RIAPD			Rock Island Arsenal Police Department
RICOMM			Rock Island Communications
RIIS				Rock Island Integrated Services
RMO				Resource Management Office
RWG				Recovery Working Group
RRCC				Regional Response Coordination Center
SDA				Structural Damage Assessment
SIMCELL			Simulation Cell
SitMan 			Situation Manual
SME				Subject Matter Expert
SO				Safety Office
SOP				Standard Operating Procedure
SPC				Specialist
SWAT				Special Weapons and Tactics
TAS				Telephone Alert System
TCL				Target Capabilities List
TNT				Trinitrotoluene
TSA				Transportation Security Administration
TTX				Tabletop Exercise
UC 				Unified Command
UCS 				Unified Command System
UHF				Ultra High Frequency
USACE			US Army Corps of Engineers
USCG				U.S. Coast Guard
UTL				Universal Task List
VHF				Very High Frequency
VIP				Very Important Person
WMD				Weapon of Mass Destruction
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FRAGMENTARY ORDER 1 to OPORD 19-RIA-007: FY19 Integrated Protection Exercise
	
References:  

a. No Change.  Homeland Security Presidential Directive 8, National Preparedness
b. No Change.  DODI 2000.12, DOD Antiterrorism (AT) Program, March 1, 2012, change 1, May 8 2017.
c. No Change.  DODI  6055.17, DOD Installation Emergency Management Program, 13 February 2017
d. No Change.  AR 525-2, Army Protection Program, 8 December 2014
e. No Change.  AR 525-13,  Antiterrorism, 17 February 2017
f. No Change.  AR 525-27, The Army Emergency Management Program, 29 March 2019
g. No Change.  DA PAM 525-27, The Army Emergency Management Program, 20 September 2012
h. No Change.  Installation Management Community Campaign Plan
i. No Change.  HQDA ALARACT 322/2009: Force Protection, 231751Z November 2009
j. No Change.  ARNORTH Operations Order 200801018, FORCE PROTECTION (FP) 
k. U.S. Army Installation Command Force Protection Operations Order, 09-001
l. No Change.  IMCOM Operations Order 11-214: U.S. Army Installation Management Command Exercise and Training Implementation Guidance, 22-144ZJAN11
m. No Change.  Rock Island Arsenal Installation Emergency Management Plan
n. No Change.  Rock Island Arsenal Emergency Guide
o. No Change.  Rock Island Arsenal Antiterrorism Plan
p. Add.  OPORD 19-RIA-007, FY19 Integrated Protection Exercise, 30 April 2019

Time zone used throughout the order: Local (L)
    
1. (U) SITUATION.  No Change.  IAW with AR 525-27, Senior Commanders and/or designated representatives are responsible with establishing an installation Emergency Management (EM) program to prevent, protect against, mitigate the potential effects of, respond to, and recover from all multi-agency and/or multi-jurisdictional emergencies resulting from all hazards in coordination with tenant organizations, higher HQ, Federal, State, tribal, other service, local, voluntary (NGO, FBO), and private (and/or HN) agencies, as appropriate.

2. (U) MISSION.  No Change. On 19 June 2019 USAG RIA will execute and Tenants Organizations will participate in an Integrated Protection Exercise (IPE) which is designed to test and validate the following: Installations Mass Warning and Notification System (MWNS), Installation Emergency Operations Center (EOC), Emergency Family Assistance Center (EFAC), severe weather “Take Shelter” procedures, Continuity of Operations Plans (COOP) and tenant organization personnel accountability procedures.  

3. (U) EXECUTION. No Change

3.A. (U) Commander’s Intent.  No Change

3.A.1. (U) Purpose.  No Change. The purpose of this exercise is to test and improve the installations ability to protect against, mitigate the potential effects of, respond to, and recover from a severe natural disaster on the installation.

3.A.2.A. (U) No Change.  IPE is intended to meet all mandatory requirements outlined in ARs 525-2 and 525-27 and improve the Installation and Tenant Organizations emergency response preparedness in order to prevent, protect against, mitigate the potential effects of, respond to, and recover from natural incidents/events. USAG RIA Commander provides overall Command and Control (C2) of the event via WebEOC, with the Installation EOC as the center of gravity to implement emergency response, continue mission operations, coordinate with tenant organizations, maintain a synchronized common operating picture, and recovery.

3.B. (U) Key Tasks: No Change.

3.B.1. (U) No Change. Quickly establish the Installation EOC in order to facilitate Command and Control (C2) responsibilities.

3.B.2. (U) No Change. Integrate tenant organizations into EOC to enhance situational awareness and communication across the installation.

3.B.3. (U) No Change. Account for all personnel during and following the exercise.

3.B.4. (U) No Change. Conduct crisis action planning to respond to disaster and mitigate effects.

3.B.5. (U) No Change. Encourage tenants to use scenario and emphasis on emergency management to assess internal capabilities and requirements.

3.B.6. (U) No Change. Maximize participation in exercise across the garrison. Dedicate time and personnel to the exercise to the greatest extent possible.

3.B.7. (U) No Change. Conduct thorough After Action Review (AAR) and identify areas for improvement and future focus.

3.B.2. (U) No Change. IPE is the commands focus of effort on 19 June 19 from 0800-1700 and all other missions of the command secondary. IPE is to be conducted safely and composite risk management will be an integral part of the planning and execution processes.

3.B.3. (U) End State. No Change. The Rock Island Arsenal Team is better prepared to respond to future natural disasters and other events. Units and organizations maintain situational awareness and communications throughout the event.

3.C. (U) Key Training Objectives. No Change.

3.C.1. (U) No Change. Validate and utilize specific communications capabilities.

3.C.2. (U) No Change. Gain proficiency in the use of WebEOC.

3.C.3. (U) No Change. Activate installation EOC.

3.C.4. (U) No Change. Conduct personnel accountability and ensure all tenant organizations account for all personnel living and working on the installation.

3.C.5. (U) No Change. Recall Crisis Action Teams.

3.C.6. (U) No Change. Exercise EFAC team.

3.C.7. (U) No Change. Coordinate with Army Sustainment Command for support of their COOP Exercise.

3.C.8. (U) No Change. Conduct severe weather “Take Shelter” drill.

3.C.9. (U) No Change. Conduct Table Top Exercise (TTX) for recovery operations.

3.C.10. (U) No Change. Test at least one backup building generator.

3.C.11. (U) No Change. Prepare and conduct AAR.

3.D. (U) Concept of the Operation. No Change.  This operation will be conducted in three phases.  Leadership will play a key role in the success of these efforts. The USAG RIA DPTMS is the Office of Primary Responsibility (OPR) and all directorates of the garrison along with Tenant Organizations will be providing support. No make-up dates are identified for this training event.

3.D.1. (U) PHASE I Planning: No Change. See Enclosure #1 Integrated Protection Exercise for key dates. The IPE will be developed based on IMCOM OPORD 11-214 Exercise and Training Implementation Guidance, 27 Installation Capabilities and DA PAM 525-27. Subject Matter Experts (SMEs) will be identified as “Trusted Agents” and will develop scenarios while keeping the information close-hold.

3.D.2. (U) PHASE II Exercise: No Change. This phase begins when the installation receives warnings of potential severe weather of a possible Tornado event and ends upon completion of the recovery effort TTX. See Enclosure #1 Integrated Protection Exercise Brief for a brief description of the Exercise. 

3.D.3. (U) PHASE III After Action Review (AAR): Change. An AAR will be conducted at the completion of the exercise at 1330 on 9 July 2019 in Building 90, Room 25.  All Commands and Organizations are welcome to attend.

3.E. (U) Tasks to the Garrison Staff. No Change.

3.E.1. (U) Directorate of Plans, Training, Mobilization, and Security. No Change.

3.E.1.A. (U) No Change. Serve as the OPR for FY19 IPE planning and execution.

3.E.1.B. (U) No Change. Conduct regular IPRs, sub-working groups and EOC training in order to coordinate all issues prior to the exercise.

3.E.1.C. (U) No Change. Coordinate with garrison directorates and tenant organizations to create Master Scenario Event List (MSEL).

3.E.1.D. (U) No Change. Complete a hot wash and submit final After Action Report (AAR) and Improvement Plan (IP) in Homeland Security Exercise & Evaluation Program (HSEEP) format to ID-Sustainment and IMCOM HQ within 60 days following IPE.

3.F.1.E. (U) No Change. Draft Union notification notice and provide to DHR NLT 10 working days prior to exercise. 

3.E.1.F. (U) No Change. Conduct Communications Exercise (COMMEX) and WebEOC training with Operations centers and Tenant POCs prior to exercise, but NLT 25 May 2019.

3.E.1.G. (U) No Change. Identify operational hours for IPE.

3.E.2. (U) Directorate of Public Works. 

3.E.2.A. (U) No Change. Identify a building to test backup generator during the Exercise.

3.E.2.B. (U) No Change. Develop and facilitate recovery TTX on 19 June 2019.


3.E.3. (U) Directorate of Family Morale Welfare and Recreation. 

3.E.3.A. (U) No Change. Be Prepared To (BPT) Exercise the EFAC and team.

3.E.3.B. (U) No Change. Conduct severe weather drills in Child Development Center (CDC) and School Age Center (SAC) in conjunction with IPE.

3.E.4. (U) Garrison Safety Office.  No Change. Prepare Composite Risk Assessment for the IPE.

3.E.5. (U) PAO. No Change.

3.E.5.A.  (U) No Change. Prepare and publish media coverage for exercise at a minimum in (Island Wide Messages, Island Insight, and social media) prior to, during and after the exercise as required. 

3.E.5.B. (U) No Change. Capture photos of the exercise.

3.E.6. (U) All Garrison Directorates and Special Staff. No Change.

3.E.6.A. (U) [Change]. BPT Provide a NIMS-trained representative to the EOC in person, through WebEOC or via teleconference during the exercise as the situation dictates and as directed by DPTMS Director or representative.  Provide Primary and Alternate EOC staff member name to DPTMS Operations staff at usarmy.ria.imcom-central.mbx.usag-eoc@mail.mil NLT 1200, 12 June 2019.

3.E.6.B. (U) No Change. Participate in hot wash and AAR. Assign action officer to review AAR documentation and be responsible for improvement plan tasks and report completion in accordance with schedule outlined in the AAR.   

3.E.6.C. (U) No Change. Provide IPE POCs for Exercise and participate as planning members for the exercise as requested by DPTMS. 

3.E.6.D. (U) No Change. Execute appropriate response during exercise in accordance with established Emergency Action Plans (EAP) and conduct a “one hour” safety stand down to discuss response procedures. 

3.E.6.E. (U) No Change. Coordinate with DPTMS to create Master Scenario Event List (MSEL) and provide MSEL injects NLT 08 May 2019.

3.E.6.F. (U) No Change. BPT provide minimum one personnel to perform White Cell duties during IPE. 

3.E.6.G. (U) Add. As indicated in Enclosure 3, Take Shelter Drill Observer Staff Requirements, provide “Take Shelter” drill observers in support of the IPE.  Provide names of designated observers to the Emergency Management Office at William.s.starns.civ@mail.mil NLT 1200, 12 June 2019.  If you are unable to support this task, send RECLAMA to DPTMS Director at dean.jordan.civ@mail.mil NLT 1200, 12 June 2019.  Training for observers will at 1330, 18 June 2019 in Building 90, room 25.

3.F. (U) Tasks for Tenant Organizations. No Change.

3.F.1. (U) Army Sustainment Command No Change. On order prepare to respond to USAG RIA EOC information and serve as the link with the Senior Commander or designated representative for information and decisions required throughout the exercise.

3.F.2. (U) Logistics Readiness Center (LRC) No Change.

3.F.2.A. (U) No Change. Assist with planning the IPE by providing a planner for the exercise.

3.F.2.B. (U) No Change. Participate in recovery TTX and AAR.

3.F.3. (U) Network Enterprise Center (NEC) No Change.

3.F.3.A. (U) No Change. Assist with planning the IPE by providing a planner for the exercise.

3.F.3.B. (U) No Change. Participate in recovery TTX and AAR.

3.F.4. (U) All Tenant Organizations. No Change.

3.F.4.A. (U) No Change. Conduct a severe weather “Take Shelter” refresher training IAW your command/organization EAP guidelines prior to exercise. 

3.F.4.B. (U) No Change. Conduct accountability of all personnel NLT N+1 hours and report status to EOC NLT N+2 hours. 

3.F.4.C. (U) No Change. BPT participate in the exercise as the situation dictates.

3.F.4.D. (U) No Change. Maintain situational awareness and communicate when requested utilizing WebEOC or alternate means of communication as directed.

3.F.4.E. (U) No Change. BPT provide a Liaison Officer (LNO) to the Installation EOC when directed.

3.F.4.F. (U) No Change. Complete internal hot wash and provide at least one representative for the installation AAR.

3.F.4.G. (U) No Change. Coordinate with USAG RIA DPTMS POCs to contribute to MSEL and provide MSEL injects NLT 08 May 2019.

3.F.4.H. (U) Add. As indicated in Enclosure 3, Take Shelter Drill Observer Staff Requirements, provide “Take Shelter” drill observers in support of the IPE.  Provide names of designated observers to the Emergency Management Office at William.s.starns.civ@mail.mil NLT 1200, 12 June 2019.  If you are unable to support this task, send RECLAMA to DPTMS Director at dean.jordan.civ@mail.mil NLT 1200, 12 June 2019.  Training for observers will be at 1330, 18 June 2019 in Building 90, room 25.


3.G. (U) Coordinating Instructions: No Change.

3.G.1.A. (U) No Change. Task, condition, and standard for incident command and Installation EOC operations is in accordance with the IMCOM Exercise and Evaluation Program selected target capabilities and target capabilities Exercise and Evaluation Guides (EEGs) .

3.G.1.B. (U) No Change. At ENDEX, ON 19 June 2019, participating commands and organizations should conduct an internal hot wash. 

3.G.1.C. (U) [Change]. AAR comments should be submitted to USAG RIA DPTMS Ops at usarmy.RIA.imcom-central.mbx.usag-eoc@mail.mil no later than 1600 hours, 28 June 2019.

3.G.1.D. (U) No Change. A formal AAR and Improvement Plan will be developed based on formal evaluations and AAR comments posted to the USAG-RIA SharePoint.

3.G.1.E. (U) Add.  All “Take Shelter” drill observers will use Enclosure #2 Take Shelter Observer Checklist to record observations of drill activities.

3.G.1.F. (U) Add. There will be an EOC Shift Change during this IPE.

3.G.1.G. (U) Add. Dates, times and locations for upcoming events can be found in Enclosure #4, List of Significant IPE Activities.

4. (U) SERVICE SUPPORT.

5. (U) COMMAND AND SIGNAL.

5.A.  Command.  Normal Chain of Command will remain in effect throughout this exercise.  

5.B.  Signal.  Confirm receipt of this OPORD with USAG-RIA EOC at usarmy.RIA.imcom-central.mbx.usag-eoc@mail.mil or 2-4573. WebEOC POC is Mr. Marion Lloyd; marion.l.lloyd4.civ@mail.mil and POC for this OPORD is Arturo E. Salcedo; arturo.e.salcedo.civ@mail.mil.
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ENCLOSURE #1, 2019 Integrated Protection Exercise Brief
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ENCLOSURE #2, Take Shelter Observer Checklist, to FRAGO 1 to OPORD 19-RIA-007, FY19 Integrated Protection Exercise

	TAKE SHELTER DRILL OBSERVATION

	Building:

	Date:

	Observer:

	DURING THE DRILL

	Y
	N
	N/A
	

	COMMUNICATION

	
	
	
	Was simple language used to make emergency announcements (i.e. "Take
Shelter")?

	
	
	
	Was the emergency announcement heard everywhere in the building, including outside the building, bathrooms, etc.?

	
	
	
	Was there an “All Clear” procedure to terminate the action?

	
Comments
	*ADDITIONAL ITEMS TO ASSESS: Who made the announcement and how was it made? How was the drill completed (i.e. announcement, door-to-door notification, etc.)? Did staff know the notification language?




	TAKE SHELTER DRILL OBSERVATION

	Building:

	Date:

	Observer:

	GENERAL PROCEDURES – TAKE SHELTER

	Y
	N
	N/A
	

	
	
	
	Is staff secured in their shelter location?

	
	
	
	Are building occupants away from external doors and windows?

	
	
	
	Is staff following procedures and protocols according to the buildings emergency procedures?

	
	
	
	Are procedures for staff in hallways, bathrooms and open areas being followed?

	
	
	
	Are procedures for staff outside the building being followed?

	
	
	
	Was a notification system used (ie: little voice)?

	
	
	
	Did all the building occupants participate in the drill?

	
Comments
	*ADDITIONAL ITEMS TO ASSESS: How long did it take for all occupants to Take Shelter? How were staff in the bathroom and hallway notified and handled? If emergency responders arrived, how would they gain entry into the building? Is the building aware of the response time for emergency personnel? How many emergency responders would arrive?




	TAKE SHELTER DRILL OBSERVATION

	Building:

	Date:

	Observer:

	POST-DRILL FOLLOW UP

	Y
	N
	N/A
	

	DEBRIEF

	
	
	
	Was accountability gained for all personnel?

	
	
	
	Once completed will managers debrief the drill with staff?

	
	
	
	Will the drill debrief include emergency responders?

	
	
	
	Will after-action items be identified?

	
Comments
	*ADDITIONAL ITEMS TO ASSESS: How will information be collected from staff and those who observed the drill? How long did the drill take? Did staff seem “tipped-off” in advance of the drill? Do management and staff seem familiar with building "Take Shelter" procedures?




ENCLOSURE #3, Take Shelter Drill Observer Staff Requirements, to FRAGO 1 to RIA OPORD 19-RIA-007, FY19 Integrated Protection Exercise

	Take Shelter Drill Observer Staff Requirements

	Organization
	# of Personnel To Provide

	DHR
	2

	DFMWR
	2

	RM
	2

	DPW
	2

	IR
	1

	EO
	1

	CCDC-CBC
	2

	CCDC-AC
	2

	ASC
	2

	ACC
	2

	First Army
	2

	CHRA
	2

	NEC
	1

	LRC
	1

	TOTAL
	24



FOUO
Homeland Security Exercise and Evaluation Program (HSEEP)
After Action Report/Improvement Plan                                                             Severe Weather
(AAR/IP)                                                                             Integrated Protection Exercise (IPE)

ENCLOSURE #4, List of Significant IPE Activities, to FRAGO 1 to RIA OPORD 19-RIA-07, FY19 Integrated Protection Exercise

	List of Significant IPE Activities

	ACTIVITY
	DATE/TIME
	LOCATION
	PARTICIPANTS

	Rehearsal of Concept (RoC) Drill
	5 Jun, 1330-1500
	BLDG 350, Wheeler Conference Room
	CMT / CAT

	Personnel Accountability Drill
	12 Jun, 0900-1200
	BLDG 90 EOC / WebEOC
	ALL

	Crisis Management Team Recall
	17 Jun, 1400-1500
	BLDG 90, Rm 25
	CMT

	IPE Evaluator Training
	18 Jun, 1330-1430
	BLDG 90, Rm 25
	Evaluator

	RIA Integrated Protection EX
	19 Jun, 0800 – UTC
	BLDG 90, EOC
	CMT / CAT

	Recovery Table Top Exercise
	20 Jun, 1400-1530
	BLDG 350, Wheeler Conference RM
	CMT / CAT

	After Action Review
	9 Jul, 1330-1500
	BLDG 90, Rm 25
	CMT / CAT
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ROCK ISLAND ARSENAL FY19 ALL HAZARDS
INSTALLATION PROTECTION EXERCISE

Mr. Scott Starns.
13 February 2019

Installation Management Command Integrates and delivers
base supportto enable readiness for a globally-responsive Army

We are the Army’s Home
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Regquirements

+ The Integrated Protection Exercise Program has been fundamentally changed
with release of revised AR 525-27 and DA Pam 525-27.

+ Per AR 525-27: Installations will exercise EM functionsas part of the annual
integrated protection exercise n accordance with AR 525-2. At least biennially,
Installations will conduct an All Hazards EM FSE that ntegrates multiple agencies,
multiplejurisdictions, and a protection functional elements based on risks from
identified hazards and threats, including incidents with cascading impacts.

+ Per DA Pam 525-27: A fullseries of TTXs, FEs, and a FSE shall be completed
‘every 18-24 months with at least one FSE completed within every 24 month period
To that extent, completion of a FE s sufficientto meet the annual requirements put
forth by DODI 6055.17

+ FY191s beginning of 24 month exercise cycle.

+ Master scenario for the FY19-20 exercise cycle s a Severe Weather Event
(Tomado) effecting the installation.
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Commander’s Intent

“This exercise will meet all mandatory requirements and improve the
Installation emergency response preparedness while exercising the areas
of interest of the Command.

This exercise will be developed based on IMCOM OPORD 11-214 Exercise
‘and Training Implementation Guidance, 30 Installation Capabilties. Subject
Matter Experts (SMEs) will be identified as “Trusted Agents” and will
develop realistic scenarios while keeping the information close-hold.

This exercise will be conducted safely and composite risk management will
be an integral part of the planning process.

This program will be exercised on a regular basis ensuring the safety and
security of every individual on the RIA.
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Commander’s Training Objectives

+ Exercise Mass Warning and Notification Systems (First test of the new
Alerti system)
+ Exercise EOC including executing shift change (DES/DPW as White Cell)
+ Exercise EFAC (including role players as “Effected Population’)
+ All Commands and Organizations:
- Participate in “Take Shelter” drill
Review “Take Shelter” procedures
Participate in personnel accountabilty drill
Review/conduct TTX of COOP plans
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Scenario

On 19 June 2019 at 0845, the National Weather Service Issued a Torado
Warningfor the Quad Cities. This warning reported a large and extremely
dangerous tormado on the ground approximately 15 miles west of the
installation. An Alertl message was immediately sentto the workforce
directing all personnel to immediately Take Shelter.

Tornado impacts the installation at approximately 0900. DES representative
reports damage at the JMTC complex, Building 350, Commissary, PX and
the Eagle Point housing area

Response to this event will include Tenant participation (Take Shelter,
personnel accountability), EOC standup and EFAC stand up with full role
player participation

Overall Theme: Attacks o water infrastructure, Intake/Plants and support
structures
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Scenario Det:

+ Stand up EOC (active until Exercise Director calls ENDEX)
+ Stand up EFAC (active until Exercise Director calls ENDEX)

+ Individual Organizations/Buildings exercise Take Shelter and Accountability
procedures (1 hour training stand-down)
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2019 IPE “Way Ahead”
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